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Member States have frequently affirmed the need for cooperative action against threats resulting
from the malicious use of ICTs. International cooperation is essential to reduce risk and enhance
security. Further progress in cooperation at the international level will require actions to promote a
peaceful, secure, open and cooperative ICT environment. Cooperative measures that could enhance
stability and security include norms, rules and principles of responsible behaviour by States,
voluntary measures to increase transparency, confidence and trust among States and
capacity-building measures. States must lead in these efforts, but effective cooperation would benefit

from the appropriate participation of the private sector and civil society.

FEROELD HTENC OV T ORI, HHAL H5VIEA]

The report recognizes that the application of norms derived from existing international law
relevant to the use of ICTs by States is essential to reduce risks to international peace, security and
stability. The report recommends further study to promote common understandings on how such
norms apply to State behaviour and the use of ICTs by States. Given the unique attributes of ICTs,

the report notes that additional norms could be developed over time.

The report reflects the Group’s conclusion that international law and in particular the United
Nations Charter, is applicable and is essential to maintaining peace and stability and promoting an
open, secure, peaceful and accessible ICT environment. The Group also concluded that State
sovereignty and the international norms and principles that flow from it apply to States’ conduct of
ICT-related activities and to their jurisdiction over ICT infrastructure with their territory; States must

meet their international obligations regarding internationally wrongful acts attributable to them.

BRORLY & 0 I T 25 EERREE
FAN—BEERCBF XX VT 4 AT 4T

The report contains recommendations on voluntary measures to build trust, transparency and
confidence, as well as international cooperation to build capacity for ICT security, especially in
developing countries. The Group recommends the holding of regular institutional dialogue on these
issues under the auspices of the United Nations as well as regular dialogue in other forums, to

advance these measures.
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9. The ICT environment offers both opportunities and challenges to the international
community in determining how norms, rules and principles can apply to State conduct of
ICT-related activities. One objective is to identify further voluntary, non-binding norms for
responsible State behaviour and to strengthen common understandings to increase stability and

security in the global ICT environment.
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Groups, the present Group offers the following recommendations for consideration by States for
voluntary, non-binding norms, rules or principles of responsible behaviour of States aimed at

promoting an open, secure, stable, accessible and peaceful ICT environment:
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Mollick E. Establishing Moore's Law. <http://ieeexplore.ieee.org/document/1677462/>
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(Figure 3-1)

”Convention on Cybercrime” (Council of Europe) <https://www.coe.int/en/web/conventions/full
-list/-/conventions/treaty/185>
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® “Creation of a global culture of cybersecurity and the protection of critical information
infrastructures”  (A/RES/57/239~A/RES/64/211)

® “Development in the field of information and telecommunications in the context of
international security”  (A/RES/53/70~ A/RES/70/237)

® “Information and communication technologies for development” ( A/RES/62/182 ~
A/RES/70/184)

® “Integrated and coordinated implementation of and follow-up to the outcomes of the major
United Nations conferences and summits in the economic and social fields” (A/RES/57/270B)

®  “World Summit on the Information Society” (A/RES/56/183~ A/RES/60/252)
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® “Development in the field of information and telecommunications in the context of
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® “Development in the field of information and telecommunications in the context of
international security”  (A/C.1/53/L.17 73 &)

o

® “Convention on Cybercrime”

® “Joint Statement on Common Security Challenges at the Threshold of the Twenty-First
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